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Communications Inc. ("Rogers") to disclose personal information regarding nine of its account

holders.' Similar motions were brought, unsuccessfully, against other Internet St:rvice Providers,

specifically, Shaw Communications Inc., Bell CanadalSympatico,

and Videotron Ltee, and are also the subject of this appeal.

2. The Appellants' motion sought an extraordinary order. for which the Court had to be

satisfied on the evidence that all p

Finckenstein was not satisfied on the evidence the Appellants put before him.

~~

appeal, the Appellants' must demonstrate that Justice von Finckenstein made palpable and

overriding elTors in respect of eacbaspect oftbe test now cballenged on tbis appeal.

3. If this Court concludes that the appeal should be allowed and an order should be made,

the tenns of the order sought by tbe Appellants are inappropriate, insofar as they extend beyond

the tenns ofthe order sought by the Appellants on the motion itself, which were, themselves,

~

.
ruled over-broad by Justice yon Finckenstein.

Facts

4. Rogers is an Internet Service Provider ("ISP") from which the Appellants are seeking

disclosure of infonnation and documents in connection with nine IP addresses used on specific

I referred to in the Reasons for Order as customers

~~

TeluB Communications Inc.,

Justice yons for such an order had been met.rerequisite

To succeed on this



wrongly suggest that the order sought "vitI not cause inconvenience or expense to Rogers.

the contrary, as expressly found by Justice von Finckenstein, the process of attempting to

determine whether there is any information to disclose is time-consuming and costly, requires the

creation of documents not normally held by an ISP, and at best may generate the name of an

account holder for an IP address, but not the actual mtemet end user at ;

Reasons for Order and Order of Justice von Finckenstein ("Reasons")
(2004),2004 FC 488 (F.CT.D.), Appeal Book, Vol. I, Tab 2, para. 34

6. Contrary to. the Appe]]ants' assertions~ Rogers has limited information about the IP

addresses. This information does not include a record of the unique identifier put folWard by the

Appel1ants (that is, the KaZaA pseudonym), and does not match the exact dates and times for the

IP addresses that are the subject oftbe Appellants' motion.

7. Rogers has taken steps to search for the information that could be the subject of the

requested order. It was a time-consuming and resource~intensive process and put Rogers to

considerable expense.

Affidavit of Andrew Bo. P. Eng., Appeal Book, V 01. IX,
'T'_\...,I\ _n_<" iI "1-1 nAffidavit of Andrew Ho. P. Eng., Appeal Book,
Tab20, paras. 4, 7-10

. . . .
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8. More than four person-days of total time was spent by more than six Rogers employees
. .

in an attempt to locate information in response to the Appellants' motion. The administrative

costs associated with the process of searching for infonnation were substantial. with thousands of

.dollars of administrative CQsts incurred.

Affidavit of Andrew Ro. P. Eng., Appeal Book,
. paras. 4-5

9. Ultimately, Rogers located some information about the account holders associated with

eight out of the nine IP addresses. For these eight IP addresses, Rogers has a last known name

and address of an account holder within about six days of the date and time sought in the

Appellants' motion. However, Rogers has no records that identify the account holders

associated with these eight IP addresses for the exact dates and times sought in the Appellants'

9.

~~

motion.

~~~~~

Affidavit of Andrew Ho, p, Eng" Appeal Book,
paras. 4-S

~~

10. Asadmitted by the Appellants, IP addresses for ISP customers can, and do, change from

time to time. IP addresses are generalJy not permanently assigned to account holders.

Affidavit of Gary Millen, Appeal Book, Vo1. III, Tab 10, p. 606, para.
102

~~

Rogers has no records that contain the KaZaA pseudonyms listed in the Appellants'

~~

motion material, nor any inform

~~

Affidavit of Andrew lio, P. Eng., Appeal Book,
paras. 4-5

~~~~~

:;N ill;M,(~lJ(~ P~):~;:i 1 ~;); :0(KP; Y{l?:)' 'p:: '(;': >.' ;1\;1 \S}:\'0i~i;i~{B!WPi~W~;i\ g~;A~i,ii t((:~\y), 't\; ., ;,? ." ','

Yol. IX, Tab 20,

Vol. IX, Tab 20,

YoJ. ill, Tab 10. p. 606, para.

ation regarding to whom those pseudonyms relate.

Vol. IX, Tab 20,

~



Affidovit of Andrew Ho. P. Eng.. Appeal Book,
paras. 4.5

has no infonnation about any 'account holder associated with the ninth IP address13. Rog,ers

~

(the proposed defendant who is identified by the Appellants with the KaZaA pseudonym

. "mr_socks@KaZaA"). That IP address relates to a specific type of modem, for which the

Affidavit oj Andrew Hot P. Eng.. Appeal Book,

Privacy interests

~~~

In their Memorandum of Fact and Law, the Appeliants repeatedly refer to the ISPs.14.
including Rogers, as having "refused" to provide the requested information. These assertions

. .

faUto acknowledge that the ISPs are not at liberty to provide the information absent consent or a

..~ --.1-- -- - 1.. _r_":':'u __1 1 _'L.I:__.:_-- A - ---~l:__U.. 11 Tn_.:_- ..~..

~

court order, as a result of privacy-related obligations. As specifically stated by Justice yon

Finckenstein, all of the parties (including the Appellants) agreed before him that ISP account

~~~

holders have an expectation that their identity will be kept private and confidentialt which

expectation is based on sections 3 and 5 of the Personal Information Protection and Electronic

~~

Documents Act (PIPEDA) among other

~~

their Memorandum

~~

Reasons, Appeal Book, Vol. I, Tab 2, para. 9

~~

~~~~~~~D* ~G~

, Vol. IX, Tab 2O.

Vol. IX, Tab 20, para. 4

These assertions

As specifically stated by Justice yon

The Appel1ants cannot, now. resile from theirthings



~

The Appellants' motion

~

15. The Appel1ants' motion sought an order for disclosure of certain personal infonnation

and documents related to certain IP addresses. as well as an affidavit from the ISP and certain

relief from the implied undertaking rule. The request for an affidavit and relief from the implied

undertaking rule was specifically disapproved of by Justice von Finckenstein. and is no longer

~

sought by the Appellants in this appeal.

Notice of Motion, Appeal Book, Yol. I, Tab 5, pp. 63-64

Notice of Appeal, Appeal Book, Vol. I. Tab 1

16. The Appellants' motion did not seek an order for the examination for discovery of

Rogers, nor did it seek an order for the preservation of documents. Further, this relief is not

sought in the Appellants' Notice of Appeal. It arises, for the first time. in the Appellants'
. .

Memorandum of Fact and Law in this appeal. It is Rogers' position that such relief cannot be

~

"

sought in the Appel1ants t Notice of Appeal. r

Memorandum of Fact and Law in this appeal.

sought, for the frrst timet on appeal.

~~

Notice of Motion,' Appeal Book, Vol. I, Tab 5, pp. 63-64

Notice of Appeal, Appeal Book, VoL I, Tab 1

17. The original return date of the Appellantst motion was February 16,2004. At that time,
.. .. .. .

Rogerst among others, sought an adjournment, to permit fair notice to be given to the account
. . .. .

holders who were J'Otentiallya~fected by the motion. In connection with the requested

adjoununent, the ISPs agreed to preserve any existing records in their possession, only until the

disposition ofthe motion. This tenn then fonned part ofthe tenns ofthe adjournment.

Order of Justice von Finckenstein, dated February 20, 2004, Appeal
Book, Vol. X, Tab 32, p. 2809

~~

. .

~~~~~~~~%~~
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18.

identified through the above process.

that the account holder had moved and terminatedRogers' Internet service.
, ,

to the fanner account holder's last known address. The notice was returnee

"moved",

~

Affidavit of Andrew Ho, P. Eng., Appeal Book, Vol. IX, Tab 20, para. 6
. .

Answersfrom the Cross-Examination of Andrew Ho, Appeal Book, Vol.
X, Tab 25

~

Dedsion of Justice von Fin-

~

. 19. Justice von Finckenstein dismissed the Appellants' motion, finding, among other things,
. .

that the Appellants had failed to provide the required evidence to establish the basis for the

requested order.

~~

Reasons, Appeal Book, Vol. I, Tab 2, para. 43

Justice von Finckenstein addressed the three issues before him, specifically:

~

20.

~~

what legal test the Court should apply;

whether the Plaintiffs met the test; and

~

J2)

(3)
if an order was issued, what should be the scope and te1111s of such order.

.. . .
D A ' 1")__1. "_, T --r'-i ....

~~~

Reasons, Appeal Book,

~~~~~

What legal test the Court should apply

~~

,,-, .. --- --e-- --- ~--- - ---" -I"'r-J

21. In considering what legal test to apply, Justice yon Finckenstein reviewed the authority in

Glaxo Wellrome PLC v. Canada (Minister of National Revenue)) a decision ofthis Court, which

~~

adopted Norwich Pharmacal Co.

~~

;JtY£i;;ifi~~Wti;:);\i1;i.ii}t:;'iIf~:;!:~'i~ ::'M\*i;~f;;'!~~~;*t&'i~ti i~t{Miit';:1~1!if~'fif~ *:;~W:i}(\W:'~i;'::;';{ : .;Y;:;i;i
,'.' ,,:"::':""';,,"": ': ",' """"""::",<",",<!"::,:;::!<,:~::,,,,,:,:,:"':"::'~":""":'-""'<":';":""~"~""""'~"':":",",;,':"""".:,.,": ,.j

The notice was returned to Rogers marked

~~

eke

~

VoJ. I, Tab 2, para. 43

~

v. Customs and Excise Commissioners, a decision of the House



of Lords. Following that established authority, Justice von Finckenstein held that the test for
" " ." "

. granting an equitable bill of discovery involved the following five criteria:

~

the applicant must establish a prima facie case against the unknown alleged

. wrongdoer;

(a)

~~~~~

the person from whom discovery is sought must be in some way involved in the

matter under dispute, he must be more than an innocent bystander;

, " "

the person from whom discovery is sought must be the only practical source of

infonnation available to the applicants;

(b)

.

(e)

~~~

. .. . . .

the person from whom discovery is sought must be reasonably compensated for. .(d)

.(e)

~~

his expenses arising out of compliance with the discovery order in addition to his

legal costs; and

. .

the public int~ests in favour ot"disclosure must outweigh the legitimate privacy

ft

~~~

(e)

~

concerns.

~~

, , ,, ,

. .Reasons, Appeal Book. Vol. I, Tab 2, para. 13
. .' .

Glaxo Weilcome PIC v. Canada (Minister of National Revenue) (1998),.81 C.P.R. (3d) 372 (FoC.A.) .

, Norwich Pharmacal Co. v, Customs and Excise Commissioners, [1974]. A.c. 133 (H.L.)' . .

. .. .

22. Justice von Finckenstein further held that there is no reason why the same principles
. . .

enunciated above should not also apply to an application brought under Rule 238, where the

Plaintiffs havesimplyconunenced a "John Doe" action.

Rea.wns, Appeal Book, Vol. I, Tab 2, para. 14'

~~~~~~

22.

~~~~~~

. Reasons, Appeal Book,

~~~~

0mfu ".

-8-
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23. The Appellants now assert, on appeal, that Justice von Finckenstein erred in law in
. . .

ar-liculaticm. of the above test, ~hcrc he held that the applicant must establish a "prima fade"

case, and have asked this.Court to contrast that test with an aHegedly different test - that is. a

'~bona fide" claim, Howe~er, before Justice yon Finckenstein, the Appellants expressly
.submitted that the !\VO tenns were the same~ ' ..

. . .

Plaintiff's written represeni~tionsformotion return of March 12, 2004,
which stat~ at para, 33 "th.e criteria for issuiI1g a biB of discovery involve
three threshqld requirernetHs: (1) the Applicant tnust establish a bona fide
(Le.primafacie) c1a~m against the alleged wrongdoer ...n, excerpt

. attached as Appendix"B;',... . .. . .

. . .. .. . . . .

. 24, With respeetto Rule 23~, the motions judge held that the definition of a "document"

, under the Rules was not broad enough to cover the creation of documents not normally held by a

party nor retri~vablc through computer systems used by a paJty in its ordinary business, and
... . .. . ... . .. .. .

found that documents did not pre~exist that linked the IP addresses to the account holders of the

~

. .

~

. ISPs. The Court further found that documents would be generated should an ISP be compel1ed

. tom~kethe connection; howe"er~ this was not so~ething co~templated by Rule 233.

. ....

Re~sons, Appeal Book, VoL I, Tab 2, para. 15

~

.,25. The 1\ppell3ntsnow~eektoask this Court to draw adistinction between the legal test

"und~r Rules 233 and238~ and that applicable to an equitable bill of discovery as addressed by
. . . .. .. .

this Court in the case of GlaxoWellcome PIC.
. .. ... ... .. .. ..

. the Appellants> submission that these tests were the same ~ specifically that the "criteria for the

granting of an order under Rule 233 and 238 generally mirrored those of the equitable bill of

~~

discovery" .

~

. . . .

Plaintiff's written representationsfor motion return of March 12, 2004,.at para. 41. excerpt attached at Appendix HB" .

~~~~~~~~

However, before Justice von Finckenstein, it was

~~~~~~



Whether the Plaintiffs met the test(2)

26.

, , ' , ,

26. Justice von Finckenstein found that" based on the evidence put forward by the Appellants,
, " ' ,

, ' ,', " , '

or lack thereof, the Appellants had failed to meet the test for disclosure.

, Reasons, Appeal Book, Yol. 1, Tab 2, paras. 16-43

..order:
. c'.

sbouldbe limited to disclosure of the name and last known address, which was
. ..(a)

, '" '" ' " ,.

sufficient in order to allow the Appellants to proceed with their action;

, , ' ",',

'should not require the ISPs to provide an affidavit in support of their findings;
, '

,', should notinclude awaiver of the implied undertaking rule as requested by the

; Appellants; and

should provide that only the Internet pseudonyms be added as defendants in the

statement of claim.

Reasons, Appeal Book, Yol. I, Tab 2, paras. 4446

~~

.'(b)

~

. .

(d)

~

'.

~~~~~~~~~~

The issues raised by this appeal and Rogers' position on those issues are summarized as

i:

(a) Standard of Appellate Review. Rogers submits that the alleged errors raised by

28.

~~

follows:

(a)

~

the Appellants are findings of fact or findings of mixed fact and law.

~

~f~$Xjji!f\\w.~Y}1\:~ii\~,*¥1<1~~if ~k;rtwil'Wlj~1~2~l~~~J~~;iJ{{~~1f~?}1WYA%~'i~Ji:t)jf!,):::~;t\'it;V:i'; J;;", i ' ," ,"
""""',',::':""':;:-::""",:.',/":"-:,,,,,,:..:::..,::"""",;,<,:::,~:.'"':,:",,,,:,;;/';':;:""",("/:'~t,;-, ':'/i"'::':',(,::::"",;'r'::',i':'::,,":"":'(-::::'::'"i'~;""-::':;"'::""'I '::
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He further held that the

~~

PART II - STATEMENT OF ISSUES

The

~



startdard of appellate review is, therefore, whether there was a "paipable and

. ov~niding error". This staridard accords the appropriate deference to the findings
. .

ofthe motions judge.

. .. Threshold Testfor ~rier sought on Motion. Rogers submits that the motions

judge did not err in law in respect of the test that must be satisfied before an order

(b)

for disclosure cart be made. The Appellants must therefore demonstrate palpable

and overriding errors with respect to each element of the test now challenged on

appeal.

Terms of order.

. .. . ..
(c)

~~~

.29.

~

appeal involv~ ajudge;sinterpretation of evidence as a whole, it should not be overturned
.. ... .

absent palpable and overriding en-or; Such a standard should be adopted unless it is clear that the

judge made some extricable error in principle with respect to the characterization of the standard

or its application.

~

, '

Housen v. Nikolaisen [2002],2 S.C.R. 235 (S.C.C.), at paras. 10, 19,26,,~~7 " ' :

~~~~

>j !~(~i~~~{~~~l:~ \i1~~~~'~I~\~Ji!ki~~~~~:~#;'~ifl~ :;'r~~ ~~ii~~~{i~'t~~~~~~~~~~~¥W:fi%i~~~( fk;~i'i* 'k~N\, V '/; ; , ;', " "",

. . .
. . .

.. .

. Rogers submits that certain of the tc . of the order now soughteons

~

.priate and ought not be granted.

~

P ART III"'"" SUBMISSIONS

~

Further, where an issue on

~~~~~



..30. Despite the Appellants' attempt to characterize its issues otherwise, the CITors alleged by
c c

thecAppellants all involve "either findings or infc

Threshold Test for order sought on Motion

31. The order sought ~m the Appellants' motion was an extraorclinary one, seeking disclosure

from a non-party of personal infonnation about parties not before the Court for the purpose of

suing parties not before the Court.

32. Justice von Finckenstein articulated a five~point test for entitlement to such an order. In
.. ... doing so, he followed the established authority of this Court, in its decision in Glaxo Wellcome

. PLC v. MNR., in which this Court addressed the relevant issuesin the context of an equitable

~

disc.

~~~~~~~

~3.
. . .

disclosure "in the context of potential litigation conI

. .
. IrWin Toy Ltd. v.Doe.

. .. . .

. ; Irwin Toy Ltd. v. Doe (2000), 12 C.P.C. (5~ 103 (ant. S.C.J.)

~

34. . Justice von Finckenstein also followed the submissions of the Appellants themselves

which, as set out in paragraphs 23 and 25 above:

: (1) equated the phIase"bona flda" with "prima facie"; and

. . ~

~

'equated the test' for an equitable discovery with the appropriate test under Rules(2)

233 and 238 ofthe Federal Court Rules.

.' . , .

. .

j)vdiR~~i&mi~t1,M *i»~;!;1~\i1H;~~J'~\Y!;?~~M~?Jit~W;jk!$**~~i{~*\WJi~t;$)!i1~~~J\Vl~ t~)m~w!:;t0';);!\J;:W:'D r: ;i'X:i<i leo" ':;' .':~: .'
,:':".i:"'.:;,:";:,,.,}:,,::~~. .~:'-:':';"':"~;-::"",'J;',':':;o.:"'.;<.;!.;.;~\<;-~,"<';,"-'!;':~Y...i'/!'/';:::"\.:'."}:';':!_>':>;.\'.':r:::::<.f:,;~.,\(,:",.",:~:":';",(':::"':~":'1 . ..'.:
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findings or inferences of fact made by the motions judge, or

Accordingly, Rogers submits that the appropriate standard of

:al is "palpable and overriding error",

erence

~~~~~~

activity on the Internet, as set out in

~

cermng

~~~



....

~~~~~~



receipt of a request for disclosure.

. account holders in the past pursuant to a warrant or a court order. Such. a warrant or court order
. . .

would have been granted based on the. evidentiary record before that decision~makeT, not the
.. . . .. .

record before this Court, andthus cannotusetUlly advance the Co~rt's consideration of this

appeal.

Cross-Examination of Andrew Ha. held March 5, 2004, Appeal Book,
VoL X, Tab 24, p. 4-6 of the transcript, qq. 8-17

. .

38. Nor is Rogers under an obligation to voluntarily provide the Appellants with the
.. . i . .

. information sought, as suggested by the Appellants. There is no obligation on an ISP to

voluntarily disclose the personal infoz:mation of an account holder or to provide that information

~~~~~~~~~

40.

~~~~

. .. .

~\~ )!~ft~~J~W~(~~~~?¥i~~j~~~! ~¥i;;;~V!~~~!ry~~~if~~!:~~f~1~~~?~~!ti~~~~ ~}(~;~~;I;mi(~§;'i.? ~ii!~, i::~ t;;"'i" '.; ;;;.

~~~~~~~~~~~

Section 7(3)(c) ofthe

~~~~~~~~

In fact. no

~

limited information about the IP

~

has



The Appellants
gathering. The Appellants appear to rely on the notices that were sent out by Rogers and other

.. .. .. .

. ISPs to their accoUntholdets. Although Rogets did send notices to eight account holders, the
. .

information used to ide~tify those account holders was obtained as a result of the information-
. .. . .. .

. . .

gathering process described above, and is subject to the other frailties previously discussed.

..41. Moreover, notice was given to these account holders as a matter of fairness, since, if the

Court concluded that an order should be m~dc, those account holders would be directly affected

by the order of the Court. The givingofnotice should not in any way be relied upon by the

Appellants as a basis for arguing that a single document exists for the purposes of Rule 233. Tc

accept otherwise would frustrate the important public policyinterest in due process for persons
. .'

potentially aff~ted by the Court process.

. .. .

.42~ Since the order soughtby the Appellants is an extraordinary one, the motions judge had
. .. .

to be satisfied'bOth that the court hadjurisdiction to make an order, and that it was appropriate to

do so in the circumstances. It was the Appellants' obligationto put forward the evidence
. .'

. . .. .. . . .. .

necessary for an order of this extraordinary nature to be granted. !twas Justice von

Finckenstein's assessment that the Appellants failed to do so. On this appeal, the Appellants

attempt to challenge the motion judge's assessment of the evidence, including findings of fact
. .

and inferences of fact, which they cannot do absent palpable and overriding errors with respect to

..every element of the test now challenged on this appeaL

Terms of Requested Order

~

.'.. .

'.. .

. "

. .

~~~~~~~~~~~~~~~~~~~

. Appellants' Memorandum of Fact and Law, p. 29

~~

. .

i~:\~~~~[!;f1i~ft(\)~~'~~0;?(fi*!t'!4~~tl~\~ ;!~~~~.~~~:\!~f~~&~~!~~~iJH;"~j~~i~~1'!;1~~¥r~ri\~~!f\~1;(Wf!J,;I~W(:i:Kh~: 't'; C)'I
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sent out by Rogers and other

, eight account holders, the

ere

would be directly affecteders

To

~~~



44. With regard to paragraph 1 of the proposed order, the time requirement for production of

. the information should run frO1nthe date upon which the issued order is served upon the ISP,
. ..' .

. rather than the date of the order, having regard for the possibility of a delay between the date of

, . . .. .

the order and the daie it is servedupon the non-party respondent.
. . '.. .. . .. .. .

45. Further, the information sought by the Appel1ants in subparagraph 1 (a) of the proposed

ordershould be natrowedtothe last known available name and address of the Rogers account

holder associated with the relevant IP address. This is consistent with the requirements in
. .'. .

. analogous situations underthe Rules, for example Rule 240(b), which requires a party to an
.' .

. ..

examination for discovery to disclose only the mime and address of any person who might
. , ' ..' . .' . .

reasonably be expected to haV~..loi()wledge relating to a matter in q~estion in the action.

. '..' .. . ..
.46. The additional information sought on this motion by the Appellants - namely, "any and

. .

all records relating to the ide~tity arid aCidress for service" -is overbroad, excessive, and should

not be T~quired.Moreover.:orderingdisclosure ofth{sinformation goes far beyond that which is
. -'. . ..' .

necessary for the Appel1~n'ts' stated purposed in seeking the information. As such, ordering this
. . . .' :. . .

disclosure would be inconsistent with the principles ensluined in PIPEDA that require only the
. ..

personal information reasonably necessary for a particular purpose be collected, used or

... . .

.46.

~~~~

dis.closed.

~

. .
. PIPEDiJ.. $ufra,Schedllle J, ss. 4.2.2, 4.4.1 .

Federal COurl Rules, 1998, SORJ98-106, Rule 240(b)

~

47. Nor should Rogers be ordered to attend.for examination for discovery, as requested in

subparagraph I (b) of the proposed order:

. The!e is no jurisdiction for such an order under the Rules relied on by the

Appellants. Rule 233 only authorizes a Court to order production of documents

~~1%~8 ~

:47.

~~~

proposed

~~

.
"any and

As such, ordering this

~~~

. .

Rule 233 only authorizes a Court to order production of documents



. . .' .
'.' .'from a non~party. While Rule 238 pennits examination of a third party witness, it

.

, ,", ' ",

inappropriate to' seek Ilew reliefbefore an appellate court.

BdysidetowingLf4.v.Ca~adianPqcific Railway (2000), F.T.R. 247
,(F.C.T.D.) affd(2000) F.T.R.158(F.C.T.D.) at para. 25

,As setout in paragraph 2 ~fthe .AppeII~nts' proposed mder, tbeAppellants agree to a

'term requiring them toreirnbutsetbe ISPs 'for the reasonable expenses of the ISPs associated
with compl' . ' ' ' withtheorder sought. ' . .. . - . . ..' .

In doi~g so~ the Appellants do not chaHenge on this
. '. . . . . . .". .

. . appeal the ruling of Justice von ~inckens~ein that ISPs are entitled to be reimbursed for such

. .' ..' '.

exp~nses. These expenses vvouldinclude all administrative and internal..

9f the ISPin cqnnect~on wit~ide~tifYil1g the inf<>rtnatiorl sought on this motion and responding

'.' . . -'

'.to this motion.

'CrZaxoWelL(1omeFLCv.MN.R., ~upra~ paras. 24, 66.67..

Reasons, Appeal Book, Yol. I, Tab 2, para. 34

... 49 .. Inpara~ph 3 ~f i;e pfoPQsedorder. the Appellants seek,. for the first time, an order that

.'. the ISPs maintain anyrec~rds i~ their possession, power and control regarding the usage of the

'. JP addresses.. This r~liefwasnotpart of the ord~r sought originally, and it is inappropriate to
..' . .'. .' . .'

ex~andthereiief sought 011 appeal.
. .' . .' "".

.' situati~ns ~nder th~ Rules~f()r exm11.ple,Rule 240(b), as discussedabove~ . Moreover, the

.requirernent to m~intainrecord; regardi~gHthe usage'; of the Rogers acco~nt holders is an
. . - . . . -"..'.:' . .' . . : . ".

exercisethatis broa<ied~ scope thanwhat is necessary for the Appellants' stated purpose.

YIng

~~~~~~~

andextemallegal costs

. . .

It is also inconsistent with the requirements in analogous

~



..50.

51.
.. .... ..

below in Part IV.

~~

.52.

.53.

1.

~~~~~~~~~~~~~~~~~~~~~~
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54.

this appeal.

August 11,2004
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Personal Information Protection and Electronic Documents Act (Part 1 of 2)

2000, Chap. 5, Parts 1 a:nd ~ (58. 1 to 51); Part 2 (S5. 31 to 51) brought into force
May 1,2000 by para. (a) of SI/2000-29, c~. qaz.,Part II, April 26, 2000; Part 1

..(55. 1 1030) brought into force by para. (b) ofSI/2000-29, Can. Gaz., Part II, April
. . . 26 2000

..'

[Excerpts]

Preamble
. .

. An Act to support a~d promoteelectronic.commerce by protecting personal infonnation
that is colIect~d,used ordisc1osed in certain circumstances, by providing for the use of

.. electronic m~s tocomp1Unicate or record infonnation or transactions and by amending
the Cml~da Evidence Act, theStatutorv Instruments Act and the Swtlltc Revision Act

Purpose - s. 3
. . . . ..:. .' ../ .' '.' . '. .

3. The pwposeoHhis ~artis toestablish, in an e~~ in which technology increasingly
facilitates the Cir(;ulation' and exchange of inform.ation, rules to govern the collection, use

. and disclosure9fpcrsal1a,1 infol1T1ation in amanricr t1ia~ reCognizes thenght of privacy of
individuals with respectto their personal inform.ation and the need of organizations to
collect, use or disclose personal irifo~ation for purPoses that a reasonable person wouldconsider apptop ri ate in the c1n;:urnstances. '. .

[.. .]

~~

.' .
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~~~

. .
. '.

4!4 Principle 4 7 Limiting Collection
. .

The coliectionO(PeTsonalipformation shall be limited to that which is necessary fOT the
purposes identified by the organization. lnfonnationshall be collected by fairand lawful
means.' " .

. . .

~~~~~

. , '" .- . "'. .',
. . . .

. . .. .
'. .'. .:. .

. .. '. . .

. .
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Plaintiffs
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I.

.

..

. ,:.1 .

IV. Plaintiffs' An~ument

A. Test forObtajnjng ReHer
3 L There is a duty ontheiSPs to discJosethe identities Of their customers in this set of

circumstances. A perso~ who becomes involved in the wrongful acts of another, even if

innocently t is under a'duty to assist another who is injured by those acts by giving ful}

information to disclose the identity of the wrongdoer.

Glaxo WeJcomePLC v. Canada (Minister of National Revenue) (1998),81
c.P.R. (3d) 372(F.c.A.), leave to appeal to S.c.C. refused, 119981 S.c.c.A.
~o.422: ", ", ' '

Nornich Pharmacal Co. v. Customs and Excise Comrs. [1974J A.c. 133

(H.L.) per Lord Reid at 175

Stnks v. Humber River Regional Hospital et al. (2000), 51 O.R. (3d) 1
(C.A) at 13-14. '

K. LaRoche & G.J. Pratte, "The Norwich Pharmacal Principle'and Hs
Utility in Intellectual Property Litigation" (2001) 24 Advocates Quarterly

301 at 301.
, ' ' ' '

32. This principle can go beyond merely identifying the wrongdoer to requiring the person to
, '

include aU informati{)nnecessary to enable the plaintiff to decide whether it is worth suing
" '

the wrcmgdo~rornot. In this case, the p]~jntiffs merely want to learn the identity of certain

WTongdoers;they alreadyhave evidence of wrongdoing.

<;laxoW~lcon1ePLC v. Canada (MInister of National Revenue) (1998),81
C.P.R. (3djJ72 (F.CA.), leave to appeal to S.Cc. refused, 11998J S.C.c.A.

No. 422.

NOT,\\;ich Pharmacal Co" ",Customs and Excise Comrs. 11~741 A.c. 133
(M.L.) per Lord Reid at 175 "

Straka v.HumberRiver Regional Hospital et al. (2000), 51 O.R. (3d) 1
(C.A) at 13-14." , ,,', '

, 33. 'The criteria for issuing a bill of discovery involves three thresho1d requirements:

1) The applicant must establish a bona fide (i.e. prima facie) claim against the aileged
, wrongdoer; . ' "

2) The applicant must share some sort of relationship with the respondent through the

wrongdoing; and.

.~

:~
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.

. , ,", ' ' '

,(a) thelSPs haveinfonriati~ii6nan issue in the action, namely tbeidentity of the alleged
infringers." ,,','. ',',

:(b) the plaintiffs have' been, u!]sbie to obtain the ,information' from the ISPs through
informs] means~The ISPsaieth~ only practical source of the infonnation.

" ' ,

(c) it w~mld certairdyJJe unfair ,not to allow the plaintiffs an opportunity to question the

ISPs; otherwise,the plaIntiffs would benon-sujted without thisinformation.
" " . , ' '

, , , " '

(d) providingtheinfonnation would not cause unreasonable delay, inconvenience or
expense,' ", ", ," '

Affidavit of , Gary Millin. Plaintlffs' Motion Record, paras. 90, 91

" , ' ",' ' '

, ' ' ' '

4 L The criteria for thegrantingofan order under Rules 233 and 238 generalJy mirror those for

the ~quitable bill of discovery. The principle of the duty to identify .the wrongdoer can be

, 'invoked whether the order isso~ght in a John Doe action against the wrongdoer or in another

action brought against the third pa!1Y by way of a bilI of discovery.

, " " ' "

42. This motion is not 8, novel proceeding. Third parties have been compelled to disclose

',documents, identifyingthe'nam~and address of a d~fe~dttnt previously identified solely by an

Internet ProtOCol address. In no case have privacy or other concerns against disclosure

outweighed the interestinobtaining the documentS and infonnation to identify the

defendants.
, ' ' , , ' '

, " """ ,

Irwin Toy v.Doe (2000),12 c.P.c. (Stb) 103 (Ont. S.c.J.).

Ontari,o First Nations Limi,ted Partnership ". Jobn Doe (3 June 2002) (Ont.
S.c.J.)" ," ',' ,

Canadian BJO()d Servic:e5lSoci.fe Canadienne du Sang v. John Doe (June
J7, 2002) (Ont. S.C.J.) ,,' ,

Wa'el Chebah v. Jobn Doe (October 3, 2003) (Oni. S.C.J.)
, , ' ' ' ,

Kibalev. Canada,!J991) F:C.J.No. 634 (QL) (FC)
, ' '

, ' , "

Loblaw Companies Ltd. v. AUantTelecom )nc. and Yahoo [20031 N.B.J. No.
208 (N.B,Q.B.), online:QL (NOJ). '

, ' ' '

43. In Irwin Toy v. Doe, the Ontario Superior Court of Justice granted the, applicant leave to

examine an Internet service provider for discovery 6fthe name; address or other

identification infonnation of a customer of the ISP who had sent out allegedly defamatory e.
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