
WRITTEN SUBMISSIONSPRIVATE 

PART I ( NATURE OF THESE SUBMISSIONS
1. A Motion has been brought by the Plaintiffs to compel non-party Internet Service Providers ((ISPs() to disclose personal information about certain alleged customers, as specified in the Draft Order in their Motion materials.

Draft Order, Schedule (A( to the Notice of Motion, Plaintiffs Materials.
2. On March 1, 2004 Electronic Frontier Canada ((EFC() was granted leave to intervene in this proceeding under Rule 109 of the Federal Court Rules to make oral and written submissions.  Among other things, the Intervener Order permits EFC to file and serve a written memorandum of points of argument by March 5, 2004. 

Order for Intervener Status for EFC of Justice von Finkenstein. 
3.
The Intervener Order also allows EFC to make argument and submissions on the following issues:

a.
the test to be applied by the Court on the hearing of the motion

b.
the due process rights of the unnamed defendants

c.
the privacy rights of the unnamed defendants

d.
whether or not the plaintiffs have made out a prima facie case of infringement under the Copyright Act, R.S.C. 1985, c.C-42.

Order for Intervener Status for EFC of Justice von Finkenstein. 
PART II ( THE FACTS
4.
The Plaintiffs in this action consist of members of the Canadian Recording Industry Association ((CRIA() which includes most of the major record companies whose members are responsible for over 95% of all recordings made and sold in Canada.  



Affidavit of Kathy Yonekura, sworn February 10, 2004.

5. The Plaintiffs have commenced an action against 29 unnamed defendants (the (Unnamed Defendants() for alleged copyright infringement.  

Affidavit of Gary Millin, sworn February 6, 2004.

6. The Unnamed Defendants are individuals who are alleged to have infringed the Plaintiff(s copyright in sound recording through file sharing programs on the Internet. 

Affidavit of Gary Millin, sworn February 6, 2004.

7. The Plaintiffs state that the infringement has been traced by them to Kazaa usernames of individuals who logged on to the file sharing programs in question (the (Users().  The plaintiffs do not show how they connected the usernames to specific IP addresses.  This information is not publicly available on any web site.

Affidavit of Gary Millin, sworn February 6, 2004.

8. The Plaintiffs do not have names, addresses or other personal information of the Users.

Affidavit of Gary Millin, sworn February 6, 2004.

9. The Plaintiffs have brought a motion for disclosure of the personal information of the Users from the ISPs. 

Draft Order, Schedule (A( to the Notice of Motion.

10. The Unnamed Defendants are not parties to the Motion.  Currently, there is no requirement that the Unnamed Defendants be notified of the Motion, or be provided with the opportunity to be represented or heard at the hearing of the Motion, either with or without revealing their identities to the court.

Draft Order, Schedule (A( to the Notice of Motion.

11. The ISPs may have entered into contractual agreements with the Unnamed Defendants whereby they have agreed to protect the privacy of the users.



Affidavit of Greg Pultz, sworn February 13, 2004.
12. The ISPs may or may not have access to the personal information of the Users that is being demanded.  



Affidavit of Greg Pultz, sworn February 13, 2004.



Affidavit of Hiu-Chi (Andrew) Ho, sworn March 12, 2004.

13. There are a number of very real possible situations in which the Users who would be identified by the ISPs may not be the individuals who are responsible for any infringement, if in fact it did occur. 

Affidavit of David Jones, sworn February 25, 2004.

14. Wireless connectivity allows anyone within a certain range of a wireless router to connect to the Internet without the permission of the subscriber.  

Affidavit of David Jones, sworn February 25, 2004.

15. Local area networks which allow a large number of individuals to share an external IP address, would give the appearance, to the ISP, that there was only one user, when in fact there may be a much larger number of users.  

Affidavit of David Jones, sworn February 25, 2004.

16. It is possible to self-assign an IP address, essentially hijacking the IP address of another user, and effectively taking on their identity as far as the ISP is concerned.  Self-assigning would prevent the ISP from knowing who the true user of the dynamic IP address actually is.

Affidavit of David Jones, sworn February 25, 2004.

17. The Users therefore may or may not be one of the persons responsible for any copyright infringement, if said infringement is found to have occurred.

Affidavit of David Jones, sworn February 25, 2004.

18. There is no evidence before the court to indicate that the files that were downloaded were actually listened to, to confirm that copyrighted music was actually obtained, or that it was confirmed that they were in fact the copyrighted songs that the file name suggested.  

Affidavit of Gary Millin, sworn February 6, 2004.

19. EFC is an online civil liberties association founded in 1994 to help ensure that the principles embodied in the Canadian Charter of Rights and Freedoms remain protected as new computing, communications and information technologies are introduced into Canadian society.

Affidavit of David Jones, sworn February 25, 2004.

20. The members of EFC come from Canadians from all provinces and territories having various backgrounds, including academics, computer scientists, libraries, journalists, artists, students, and other professionals, with shared interest in protecting freedom of expression and the right to privacy in cyberspace.  Most have a technical background and a personal stake in the debate about online privacy as users of the internet, music-lovers and academics who rely on the internet for research and information sharing.  

Affidavit of David Jones, sworn February 25, 2004.

21. EFC respectfully makes submissions relating to the test to be applied by the Court on the hearing of the motion and the due process rights of the unnamed defendants. 

Order for Intervener Status for EFC of Justice von Finkenstein.

PART III ( SUBMISSIONS

The Test To Be Applied by the Court on the Hearing of the Motion 
22.
Expectation of privacy exists for certain documents and information as determined by the totality of the circumstances. Privacy rights enure to all of the public.  Where the reasonable expectations of the individual are that the information will remain confidential and restricted to the purposes for which it is divulged, it must be protected.

R v Edwards (1996), 104 C.C.C. (3d), 136 (S.C.C.) at 153 (S.C.C.).



R. v. Plant (1993), 84 C.C.C. (3d), 203 (S.C.C.) at 212 (S.C.C.).



R. v. Bryan [1999] O.J. No 5074 (Ont. Sup. Ct).

22. Judicial discretion applies in civil cases to exclude evidence where its prejudicial effect outweighs its probative value. This judicial exercise of discretion involves the balancing of the competing public interest against the disclosure.

Sopinka on Evidence, 2nd ed. (Butterworths Canada Ltd., 1999) at page 34 and page 791.

British Steel Corp. v. Granada Television [1981] A.C. 1096, 1980 WL 148466 (HL), [1981] 1 All E.R. 417, [1980] 3 W.L.R. 774, (1980) 124 S.J. 812 (H.L.).
23. The court must be satisfied that the disclosure sought is necessary in the interest of justice.

Sopinka on Evidence, supra, page 789 14.167.

Crown Trust v. Rosenberg (1983) 38 C.P.C. 109, 1983 Carswell Ont 507 (Ont. Ct Justice).

X Ltd. v. Morgan Grampian [1990] H.L.J. No. 22, [1991] 1 A.C. 1, [1990] 2 W.L.R. 1000, [1990] 2 All E.R. 1 (H.L.).

24. Disclosure will not be in the interest of justice where privilege is established.  The four-pronged test elucidated in Slavutych v. Baker, by the Supreme Court of Canada to determine if privilege can be established.  The test is as follows:

a. The communications must originate in a confidence that they will not be disclosed.

b. This element of confidentiality must be essential to the full and satisfactory maintenance of the relation between the parties.

c. The relation must be one which in the opinion of the community ought to be sedulously fostered.

d. The injury that would inure to the relation by the disclosure of the communications must be greater than the benefit thereby gained for the correct disposal of litigation.

 be in the interests of justicement, if said infringement is found to have occurred ice provider is but they 
Slavutych v. Baker (1975) 4 W.W.R. 620, [1976] 1 S.C.R. 254, 38 C.R.N.S. 306, 75 C.L.L.C. 14, 263, 55 D.L.R. (3d) 224, 2 N.R. 587.

In this motion, all the prongs of the test are met.  The clients of the ISPs have an expectation that their information will not be disclosed.  With respect to the injury suffered by the Unnamed Defendants, the issues that have been previously raised regarding the reliability of the Plaintiff’s evidence demonstrate that the prejudice to the Unnamed Defendants outweighs the probative value of obtaining the information.

25. If privilege is not established, the Plaintiff still have the burden of proving that the information sought is relevant.  Information is only relevant if there is a connection or nexus between a fact which makes it possible to infer the existence of another fact.  One fact is not relevant to another if it does not have real probative value with respect to the other.

R. v. Cloutier (1979) 12 C.R..C.R. 709, 28 N.R. 1, 48 C.C.C. (2d) 1, 99 D.L.R. (3d) 577 (S.C.C.).

26. The question of relevancy is one for the judge as trier of fact.  If the evidence sought by the 

Plaintiffs is not reliable, the court has the discretion to deem it not relevant to the p
Proceedings.

R. v. Mohan (1994) 29 C.R. (4th) 243, 18 O.R. (3d) 160, 166 N.R. 245, 89 C.C.C. (3d) 402, [1994] 2 S.C.R. 9, 71 O.A.C. 241, 114 D.L.R. (4th) 419 (S.C.C.).

     27. The first step to identify what is relevant is to identify the facts that are in issue in the case.

28. A fact is relevant where it relates directly to the fact in issue, but also where it proves or renders probable the past, present or future existence (or non-existence) of any fact in issue.

Clark v. Stevenson (1865) 24 U.C.Q.B. 200 (U.C.C.).

R. v. Perry (1945) 18 M.P.R. 144, 84 C.C.C. 323, [1945] 4 D.L.R. 762 (P.E.I. S.C.).

R. v. Stawycznui [1933] 2 W.W.R. 495 (Man. C.A.).

29. Because the evidence is unreliable, there is an even greater obligation to ensure that the privacy rights of the individuals are not violated needlessly.  

Clark v. Stevenson, supra.

R. v. Perry, supra.

R. v. Stawycznuj, supra.

Bell ExpressVU Ltd. Partnership v. Tedmonds & Co. (2001) 12 C.P.R. (4th) 179 (Ont. Sup.Ct). 

30.Given the technical shortcomings of the Plaintiff’s evidence, it is not clear that the 

information sought is relevant to the issue of possible copyright infringement.
EFC Recommendations:
No Order should be granted by the Court unless the court can first satisfy itself in respect of the following questions:

1. Is the information sought private information?  If so, should the privacy of the Users be violated?

2. Does privilege attach to the information sought by the Plaintiff?  If so, the information should not be disclosed.

3. Have the Plaintiffs established a prima facie cause of action?

4. Does the probative value of the disclosure sought outweigh its prejudicial effect?

5. Is the evidence relevant?  Is the court satisfied that the Users are one and the same as the Unnamed Defendants? 

Due Process Rights of the Unnamed Defendants
31.
Without notice, the Unnamed Defendants( rights cannot be exercised effectively, or at all.

32.
No one should have their rights deprived without notice that their rights are at stake.  The most basic requirements of justice are that of notice and the right to be heard.

T.W.U. v. Canada (1995) 31 Admin.L.R. (2d) 230, 125 D.L.R. (4th) 471, 183 N.R. 161, [1995] 2 S.C.R. 781, 183 N.R. 161 (S.C.C.).

Lakeside Colony of Hutterian Bethren v. Hofer [1993] 1 W.W.R. 113, 142 N.R. 241, 97 D.L.R. (4th) 17, [1992] 3 S.C.R. 165, 81 Man. R. (2d) 1, 30 W.A.C. 1 (S.C.C.).

33.
The Federal Court Rules give the court the discretion to grant the Order sought to impose conditions upon the disclosure of names as it may deem just.

Federal Court Rules, Rule 140 (1) .

EFC Recommendations:

If the court chooses to exercise its discretion to grant the Order sought, it should impose certain conditions to ensure that the rights of the Unnamed Defendants are protected to the greatest extent possible.  Those would include that:

1. The Unnamed Defendants should first be given notice of the Motion by the ISPs and provided the opportunity to be represented and heard at the hearing of the Motion.

2. All costs associated with providing the Unnamed Defendants with notice by the ISPs should be the responsibility of the Plaintiffs.

3. The Unnamed Defendants should be allowed the opportunity to be heard at the Motion, either with or without revealing their identities, as they choose.

4. The Plaintiffs should be restricted in the use of the information obtained pursuant to the Order to purposes related solely to the court action. 

All of which is respectfully submitted. 
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